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Abstract: Based on differential-algebraic method and guess-and-determine technique, the state recovery attack of
ACORN v3 was presented when one pair of key and Nonce was used to encrypt two messages. The time complexity of
the attack was 2'**°c, where ¢ was the time complexity of solving linear equations. The data complexity and the storage
complexity were negligible. Furthermore, according to the analysis on the sense of multiple nonce reuse, it is found that
relatively complicated filter function of ACORN v3 makes it infeasible to extract the linear equations about the internal

state directly from key streams. Thus, the risk of significantly reducing the attack complexity by increasing the times of
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nonce reuse can be effectively avoided.
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